Introducing Consequence Driven Cyber
Informed Engineering (CCE): A
Comprehensive Guide to Securing Critical
Infrastructure

In an increasingly interconnected world, critical infrastructure systems play
a vital role in maintaining the health, safety, and well-being of our societies.
These systems include everything from power plants and water treatment
facilities to transportation networks and telecommunications systems.

However, these systems are also increasingly vulnerable to cyber attacks.
In recent years, there have been numerous high-profile attacks on critical
infrastructure systems, including the Stuxnet attack on the Iranian nuclear
program and the WannaCry ransomware attack that targeted hospitals and
other organizations around the world.
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These attacks have demonstrated the need for a new approach to
cybersecurity. Traditional cybersecurity measures, such as firewalls and
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intrusion detection systems, are no longer sufficient to protect critical
infrastructure systems from the increasing sophistication of cyber attacks.

Consequence Driven Cyber Informed Engineering (CCE) is a new
approach to cybersecurity that takes into account the potential
consequences of a cyber attack on a critical infrastructure system.

What is Consequence Driven Cyber Informed Engineering?

CCE is a risk-based approach to cybersecurity that focuses on identifying
and mitigating the risks that could lead to a cyber attack on a critical
infrastructure system. CCE involves the following steps:

Identify the critical assets and processes: The first step in CCE is to
identify the critical assets and processes that need to be protected from
cyber attacks. This includes identifying the systems that are essential to the
operation of the critical infrastructure system, as well as the data and
information that is stored on those systems.

Assess the risks: Once the critical assets and processes have been
identified, the next step is to assess the risks that could lead to a cyber
attack on those assets and processes. This involves identifying the threats
that could target the critical assets and processes, as well as the
vulnerabilities that could be exploited by those threats.



Mitigate the risks: The final step in CCE is to mitigate the risks that have
been identified. This involves implementing security controls to protect the
critical assets and processes from cyber attacks. The security controls that
are implemented should be based on the risks that have been identified,
and should be designed to prevent or mitigate the effects of a cyber attack.

Benefits of Consequence Driven Cyber Informed Engineering

CCE has several benefits over traditional cybersecurity approaches. These
benefits include:

Improved security: CCE is a more comprehensive approach to
cybersecurity than traditional approaches. By taking into account the
potential consequences of a cyber attack, CCE can help organizations to
identify and mitigate the risks that could lead to an attack.

Reduced costs: CCE can help organizations to reduce the costs of
cybersecurity by focusing on the risks that are most likely to lead to an
attack. This allows organizations to prioritize their security spending and to
invest in the security controls that will provide the greatest return on
investment.

Improved compliance: CCE is aligned with the requirements of several
cybersecurity regulations, including the NIST Cybersecurity Framework and
the ISO 27001 standard. This makes it easier for organizations to comply



with these regulations and to demonstrate their commitment to
cybersecurity.

How to Implement Consequence Driven Cyber Informed Engineering

Implementing CCE can be a complex and challenging process. However,
there are several resources available to help organizations get started.

The NIST Cybersecurity Framework: The NIST Cybersecurity Framework
is a voluntary framework that provides guidance on how to implement CCE.
The framework includes a set of best practices that can be used to identify
and mitigate cybersecurity risks.

The ISO 27001 standard: The ISO 27001 standard is an international
standard that provides requirements for an information security
management system (ISMS). An ISMS can be used to implement CCE by
providing a systematic approach to identifying, assessing, and mitigating
cybersecurity risks.

The Consequence Driven Cyber Informed Engineering (CCE)
Workbook: The CCE Workbook is a free resource that provides step-by-
step guidance on how to implement CCE. The workbook includes
worksheets and templates that can be used to identify and mitigate
cybersecurity risks.



CCE is a new approach to cybersecurity that is essential for protecting
critical infrastructure systems from cyber attacks. CCE takes into account
the potential consequences of a cyber attack and focuses on identifying
and mitigating the risks that could lead to an attack.

CCE has several benefits over traditional cybersecurity approaches,
including improved security, reduced costs, and improved compliance.
Implementing CCE can be a complex and challenging process, but there
are several resources available to help organizations get started.

By implementing CCE, organizations can improve their cybersecurity
posture and protect their critical infrastructure systems from cyber attacks.
Call to Action

If you are responsible for the security of a critical infrastructure system, |
encourage you to learn more about CCE. CCE is a powerful tool that can
help you to identify and mitigate the risks that could lead to a cyber attack
on your system.

To learn more about CCE, | recommend that you visit the following
websites:

NIST Cybersecurity Framework

ISO 27001 standard
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